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Amendments to the Claims : 

This listing of the claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims : 

1. (Cancelled) A Method for generating an identity authentication code associated with an 
authentication device, comprising the steps of: 

storing an event state in an authentication device; 

modifying the event state in response to a reportable event; and 

generating an authentication code that depends at least in part on (i) a dynamic value, (ii) 
the event state, and (iii) a secret associated with the device. 

2. (New) A method of generating an identity authentication code associated with an 
authentication device, comprising: 

providing event state data that specifies a condition of the authentication device; and, 

generating an identity authentication code that depends on (i) the event state data, and (ii) 
a secret associated with the device. 

3. (New) The method of claim 2, wherein the identity authentication code further depends 
on a dynamic value. 

4. (New) The method of claim 3, wherein the dynamic value includes one or more of a time 
value, a challenge, and a counter. 

5. (New) The method of claim 2, wherein the condition of the authentication device 
includes information about whether the device has been subjected to tampering. 

6. (New) The method of claim 2, further including changing the event state data when the 
condition of the authentication device changes. 
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■ T . (N ew)The m e^o f c 1 a im 2,w h e t e i „ fll eco„ dM o„o t , h edev ic c i s C oven, y encodedin 
the identity authentication code. 

g. (N ew)The ra eU,odofc 1 a ta 2,whe rei „meeven t s t a,edata i sde ri ved ft o m a»associa t e d 
event secret. 

9 . (New) The method of data 8, further including periodical., changing the even, secret. 

10 . (New) The method of Cairn 8, further inducing ehanging the even, secret each time the 
dynamic value changes. 

„. (New) The method of claim 5, further including changing me event secret when me 
condition of the authentication device changes. 

12 ( New,Thememodofclmm2,whereinmeeven,sta t eda,a i nc 1 »desoneormomeven, 
L bit !asn b setofbUsheingem pl o y ed in geaeraung identity authenticatton codes for 
different time intervals. 

13 . (New, The method of c,aim2, further including generating the even, ««e datausing a 
funkspiel scheme. 

14 (New) The method of claim 2, wherein me condition of the authentication device 
fallen below an expected power level. 

15 (New, The metitod of Cairn 2. wherein me condition of tire aumentication device 
operational problem. 

16 . (New, The mchod of claim 15, wherein me operational problem is a device reset 
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17. (New) The method of claim 2, wherein the identity authentication code further depends 
on of one or more of a PIN, a password, data derived from a biometric observation, user data, 
verifier data, and a generation value. 

18. (New) The method of claim 2, further including, before generating the authentication 
code, receiving user input data, wherein the user input data is at least one of a PIN, a password, 
and biometric data. 

19. (New) The method of claim 18, further including, before generating the authentication 
code, verifying whether the user input data is correct, and providing the identity authentication 
code only if the user input data is verified to be correct. 

20. (New) The method of claim 2, further including transmitting the identity authentication 
code to a verifier. 

21. (New) The method of claim 20, further including receiving, by the verifier, authentication 
information comprising the identity authentication code; and, 

determining, by the verifier, the correctness of the identity authentication code and the 
event state data. 

22. (New) The method of claim 20, wherein the verifier includes a representation of the 
secret associated with the device. 

23. (New) The method of claim 21, wherein the authentication information further includes a 
user identifier. 

24. (New) The method of claim 20, wherein the authentication information further includes 
at least one of a PIN, a password, and biometric data. 

25. (New) The method of claim 2, further including the step of displaying the identity 
authentication code on the device. 
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26 . a^A^-i^-^- 1 -^^" - ^" 

authentication device, comprising: 

which the authentication device is a component; and, 

generatingan identity authentication code that depends on (i) the event state data, and („) 

a secret associated with the device. 

2 , ^T.entethodofciaint^whetein.heidentityauti.eutic atiou code further depends 
on a dynamic value. 

28 . (New) The method of ciaim 27, whemin the dynamic vahte inc.udes one or more of a 
time value, a challenge, and a counter. 

29 . (New) The method of Cairn 26, wherein the security indicator mcludes information 
regarding strength of a biometric match. 

30. (New, The method of Cairn 26, wherein the security indicator inCudes information 
regarding accuracy of a PIN entry. 

31 (N ew)ThememodofCa i m26,whereiu«hesecu ri tyindic,orinCndes in formation. 
regarding a device type associated with the authentication devrce. 

32 ( ^*^cfd--26.^*^«"^ W ^ 
regarding a device signamre or partem associated with the authentication devrce. 

33 (New) The method of Cairn 26, wherein the security indicator inCudes inforrurrtmn 
regarding a protection level of the secret associared with tire device. 
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35 (New) The method of claim 26, wherein .he identity authentication code further depends 
on one or more of a PIN. a password, data derived from a biometric observation, user dam, 
verifier data, and a generation value. 

36 (New) The method of claim 26, further including, before generating the authentication 
and biometric data. 

37 (New) The method of claim 36, further including, before generating the authentication 
code, verifying whether me user input data is correct, and providing the identity authentication 
code only if the user input data is verified to be correct. 

38 . (New) The method of claim 26, mrther including transmitting me identity authentication 
code to a verifier. 

39 . (New) The method of claim 38, further including receiving, by me verifier, authentication 
information comprising the identity authentication code; and, 

determining, by the verifier, tine correctness of the identity authenticate code and the 

event state data. 

40. (New) The method of claim 38, wherein the verifier includes a representation of the 
secret associated with the device. 

4, . (New) The method of claim 39, wherein the authentication information mrther includes a 
user identifier. 

42 . (New) The method of claim 39, wherein the authentication information mrther includes 
at least one of a PIN, a password, and biometric data. 

43. (New)Ametitodofgeneratinganidentityaumenticationcodeassociatedwiman 
authentication device, comprising: 
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providing event state data that specifies information about a user of the authentication 
device; and, 

generating an identity authentication code that depends on (i) the event state data, and (ii) 
a secret associated with the device. 

44. (New) The method of claim 43, wherein the identity authentication code further depends 
on a dynamic value. 

45. (New) The method of claim 44, wherein the dynamic value includes one or more of a 
time value, a challenge, and a counter. 

46. (New) The method of claim 43, wherein the information about the user includes whether 
the user is stationary or in motion. 

47. (New) The method of claim 43, wherein the information about the user includes where 
the user is located. 

48. (New) The method of claim 47, wherein the information regarding where the user is 
located includes geographical position. 

49. (New) The method of claim 43, wherein the identity authentication code further depends 
on one or more of a PIN, a password, data derived from a biometric observation, user data, 
verifier data, and a generation value. 

50. (New) The method of claim 43, further including, before generating the authentication 
code, receiving user input data, wherein the user input data is at least one of a PIN, a password, 
and biometric data. 

51. (New) The method of claim 50, further comprising, before generating the authentication 
code, verifying whether the user input data is correct, and providing the identity authentication 
code only if the user input data is verified to be correct. 
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52. (New) The method of claim 43, farther including transmitting the identity authentication 
code to a verifier. 

53. (New) The method of claim 52, further including receiving, by the verifier, authentication 
information comprising the identity authentication code; and, 

determining, by the verifier, the correctness of the identity authentication code and the 
event state data. 

54. (New) The method of claim 52, wherein the verifier includes a representation of the 
secret associated with the device. 

55. (New) The method of claim 53, wherein the authentication information further includes a 
user identifier. 

56. (New) The method of claim 53, wherein the authentication information further includes 
at least one of a PIN, a password, and biometric data. 

57. (New) A method of generating an identity authentication code associated with an 
authentication device, comprising: 

providing event state data that specifies information about environmental conditions 
associated with the authentication device; and, 

generating an identity authentication code that depends on (i) the event state data, and (ii) 
a secret associated with the device. 

58. (New) The method of claim 57, wherein the identity code further depends on a dynamic 
value. 

59. (New) The method of claim 58, wherein the dynamic value includes one or more of a 
time value, a challenge, and a counter. 
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60. (New) The method of claim 57, wherein the information includes temperature 
characteristics associated with the authentication device. 

61. (New) The method of claim 60, wherein the temperature characteristics include an 
ambient temperature to which the authentication device is exposed. 

62. (New) The method of claim 60, wherein the temperature characteristics include a 
temperature of a component of the authentication device. 

63. (New) The method of claim 57, wherein the information includes radiation levels to 
which the authentication device as been exposed. 

64. (New) The method of claim 57, wherein the information indicates whether static 
discharge to the device has occurred. 

65. (New) The method of claim 57, wherein the identity authentication code further depends 
on one or more of a PIN, a password, data derived from a biometric observation, user data, 
verifier data, and a generation value. 

66. (New) The method of claim 57, further including, before generating the authentication 
code, receiving user input data, wherein the user input data is at least one of a PIN, a password, 
and biometric data. 

67. (New) The method of claim 66, further comprising, before generating the authentication 
code, verifying whether the user input data is correct, and providing the identity authentication 
code only if the user input data is verified to be correct. 

68. (New) The method of claim 57, further including transmitting the identity authentication 
code to a verifier. 

69. (New) The method of claim 68, further including receiving, by the verifier, authentication 
information comprising the identity authentication code; and, 
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' determining, by the verifier, .he correctness of the identity authentication code and the 

event state data. 

70. (New) The mefirod of claim 68, wherein rhe verifier includes a representation of the 
secret associated with the device. 

71 . (New) The method of claim 69, wherein the authentication information further includes a 
user identifier. 

72 . (New) The method of claim 69. wherein the authentication information further includes 
at least one of a PIN, a password, and biometric data. 

73. (New) A method for verifying me correctness of an identity authentication code, 
^^authentication— ^ 

by an authentication device titat depends on (i) a seeret associated with the devtce, and (tt) event 
state data that specifies a condition of the authentication devtce; 

verifying the correctness of the identity authentication code, and determtmng the 
condition of rhe authentication device in response to the received identity authentication code. 

74. (New) The method of claim 73, further including taking an action in response to the event 
state. 

75. (New) The method of claim 73, further including determining whether an event occurred 
in response to the determined event state. 

76 . (New) The method of claim 73, wherein the event is tampering with the device. 

,7. (New) The method of claim 73 wherein the condition of the device is covertly encoded in 
the authentication code. 
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78. (New) The method of claim 73, wherein the authentication information further includes a 
user identifier. 

79. (New) The method of claim 78, wherein the authentication information further includes 
at least one of a PIN, a password, and biometric data. 

80. (New) The method of claim 73, wherein the verifying the correctness of the identity 
authentication code further includes generating an expected identity authentication code that 
depends an expected event state data. 

81. (New) The method of claim 73, wherein the verifying the correctness of the identity 
authentication code further includes recovering the event state data from the identity 
authentication code. 

82. (New) The method of claim 80, wherein the event state data includes one or more event 
state bits, a subset of bits being employed in generating identity authentication codes for 
different time interval. 

83. (New) A method for verifying the correcteness of an identity authentication code, 
comprising: 

receiving authentication information including the identity authentication code generated 

by an authentication device that depends on (i) a secret associated with the device, and (ii) event 

state data that that is a security indicator for an authentication system of which the authentication 

device is a component; 

verifying the correctness of the identity authentication code, and determining the event 
state data in response to the received identity authentication code. 

84. (New) A method for verifying the correctness of an identity authentication code, 
comprising: 

receiving authentication information including an identity authentication code generated 
by an authentication device that depends on (i) a secret associated with the device, and (ii) event 
state data that specifies information about a user of the authentication device; 
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verifying the correctness of the identity authentication code, and determining the event 
state data in response to the received identity authentication code. 

85. (New) A method for verifying the correctness of an identity authentication code, 
comprising: 

receiving authentication information including an identity authentication code generated 

by an authentication device that depends on (i) a secret associated with the device, and (ii) event 

state data that specifies information about environmental conditions associated with the 

authentication device; 

verifying the correctness of an identity authentication code, and determining the event 
state data in response to the received identity authentication code. 
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